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UPT Deployment Guide

Introduction

The User Provisioning Tool (UPT), part of the ole@mmon Security Module (CSM)
developed for NCICB, is a web application useddofigure an application’s
authorization data. (For more about CSM, refeh&dC3M Guide for Application
Developers, which can be downloaded framitp://ncicb.nci.nih.gov/core/CSMThe

UPT provides functionality to create authorizatdata elements like Roles, Privileges,
Protection Elements, Users, etc., and also providegionality to associate them with
each other. The runtime API can then use this aizéitgon data to authorize user actions.

This guide’s intended audience is all users ofURd, including Super Administrators
who may add applications and associated admiros,aand Administrators who will
perform provisioning for a particular applicatiomhis guide provides an overview of the
application, outlines a suggested workflow, andaxrg how to perform all UPT
operations.

Workflow

The UPT includes two modes — Super Admin. and Adniine Super Admin. operations
are typically performed first, as they register application and application
administrators. The primary mode operations, idicig authorization user provisioning,
occur next.

Super Admin.

When first deploying the UPT for a particular apption, the developer registers the
application in the Super Admin. mode. (For defad$er to theCSM Guide for
Application Developers. Deployment details can be found in the Provisigrsubsection
of the Deployment Models section.)

Once the application is registered, the Super Adoan add users who will serve as
application administrators. The Super Admin. cian aegister additional applications as
they become available. This document details thes®s in the Super Admin.Workflow
section on page 3.

Admin.

The primary mode is for performing user provisianfor a particular application. The
Admin. mode follows a simple workflow of creatingments, assigning them, and then
associating them. This document details theses stefmeAdmin. Workflow section on
page 3.
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NCICB

Login
The Login page includes summary téithat’'s New, Did You Know, and most
importantly the Login section itselfogin ID, Password andApplication Name. For a
majority of UPT implementations, the NCICB LDAP ges as the authentication
mechanism. Therefore the user’s Login ID will he same as the user's NCICB user
name (in Figure 1 and Figure 2, user Eric CoperC$Q¥B user name isopene).
Similarly, the Password will equal the NCICB passivd he rules from the
authentication system are applied to the user reardgpassword.

If logging on as Super Admin., enter the Applicatidamecsmupt (see Figure 1). If
logging in as an Admin., enter the appropriate igpibn name.Security is used in
Figure 2.

LOGIN TO U.P.T.

LOGIN ID |copene

PASSWORD sessess
APPLICATION

LOGIN TO U.P.T.

LOGIN ID |copene

PASSWORD sessssse
APPLICATION

csmupt NAME Ssecurity

Figure 1Login as a Super Admin. Figure 2Login asan Admin.

MAME

Common Basic Functions

Within the UPT, there are several common operatibasare repeated for most
elements. These operations incl@reate New SearchandUpdate, Delete and
Assign/Associate This section describes how these operationpenfermed, and
provides screen shots to aid with explanation.

Create New

When creating a new element follow the steps aetlinelow. The same basic steps can

be followed to create any element; in this exanapléser is created.

Step 1: On the element Home page sel€ctate a New..(Figure 3)

USER LINKS

Create a New User
Click to add a new user.

Select an Existing User
Enter search criteria to find the user yvou wish
to operate on.

Figure 3 New and Existing User options
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Step 2:Enter details (Figure 4):

* indicates a required field
ENTER THE NEW USER DETAILS

&

User Login Name | smith]

User First Name || John

User Last Name | | Smith

User Organization || MIH

Figure 4 Entering new user details

Step 3:SelectAdd to save the new element (in this case User) tdat@base. This save
occurs immediatelyBack acts exactly like the back button in a browseetanning the
user to the home pag®esetclears the data from the entire form. Rememkbegrrib

data is saved until th&dd button is selected.

Step 4:Upon a successful save, the system dispfaigs Successfujust below the menu
and before the text. In addition, a new set ofdngtappears below the details table
(Figure 5).

[Back] [ Update ] [ Delete ] [ Associated Groups ] [ Associated PG & Roles ] [ Assign PG & Roles

Figure 5 A new set of buttons appear below the menu after you have successfully added a new user

Example Error Messages:

The User Interface performs basic data validaimeiuding field lengths and formats.
Figure 6 is an example of a message displayed wheser enters an improperly
formatted email address:

ERROR
User Email Id is an invalid e-mail address.

Figure 6 Error message after entering incorrect email address
The system displays the message in Figure 7 (alas)nf a user tries to add an entry
(e.g.smithj) when it already exists in the system:

ERROR
An error occured in creating the User could not insert: [gov.nih.nci.security.authorization.domainobjects.User]

Figure 7 Error message after entering a user already in the system

Search for and Select Existing Elements

When searching for and selecting an element fotlmwsteps outlined below. The same
basic steps can be followed for any element; is ¢éhample, a Privilege is searched for
and selected.

Step 1:0n the element Home page sel8etect an Existing..(Figure 8).
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User Provisioning Tool (UPT) User Guide
Common Security Module

NCICB

PRIVILEGE LINKS

Create a Mew Frivilege
Click to add a new privilege.

Select an Existing Privilege
Enter search criteria to find the privilege you
wish to operate an.

Figure 8 Selecting an existing privilege

Step 2:Enter search criteria. Use the * character togueriwildcard searches (see
Figure 9). For example, searching for priv* retipmivilegel, priv2, or any other
privilege beginning with priv. A search of *1 rems anything ending with 1 —
privilegel, privl, readl, etcSelect SearcHor results. Back returns the user to the
home pageResetclears the data.

ENTER THE PRIVILEGE SEARCH CRITERIA

Privilege Name |*‘| |

IBacI-c] [ Search J [ Reset]

Figure 9 Entering search criteria for Privilege

Step 3:The system returns a list of matching privilegagFe 10):

SEARCH RESULTS
Select Privilege Name Privilege Description
() | Kunalt Modi_tp
O |privi privi desc.
Q test priviegel privilege desc.

Figure 10 Privilege search results

Step 4:Select the desired element, in this gasel, by clicking on the radio button in
the Selectcolumn (Figure 11). You can select one elemeattahe to view.

(&) | privi

Figure 11 Example of selecting an element with a radio button

privl desc.

Step 5:Click on theView Details button below the Search Results table:
The system then displays this element’s detafge(the following sectiotjpdate.)
Example Error Messagesif the search criteria results in no matches, fistesn

displays an error indicating there are no matchessearch. Modify the search criteria
and repeat until the intended results appeatr.

Update

When updating an element follow these steps. @heedasic steps can be followed for
any element; in this example, a Protection Elensenpdated.
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Step 1:Reach the details screen. There are two waysatthrine details screen — either
create a new element (See 4.1) or search for dect sa existing element (See 4.2). The
details screen displays information such as nardedascription:

PROTECTION ELEMENT DETAILS
= Protection Element Hame || Test PE Name 1103749550261

Protection Element Description Test Desc

Figure 12 Protection element details

Step 2:Simply replace existing text, and selélgdate.

PROTECTION ELEMENT DETAILS
Protection Element Name || Test PE Name1103749550261

This i= my new text I want to -~

Protection Element Description
update | hd

'Figure 13 Entering text for a Protection Element

Step 3:Upon a successful update, the system disglpdate Successfujust below the
menu and before the text.

Example Error MessagesThe User Interface performs basic data validaimeiuding
field lengths and formats. The systems also clfi@c#uplicates; it prevents changing the
element name to one that already exists. Seexame Error Messages section on
page 3 for more detail.

Delete

When deleting an element, follow these steps. SEme basic steps can be followed for
any element; in this example, a Group is deleted.

Step 1:Reach the Group Details screen. From the home p#tger create a new Group
(see Create New on page 3) or search for and seleetisting Group (see Search for and
Select Existing Elements on page 3). The elem@uisils screen displays a button
containing the texDelete

Step 2:Click on the button titledelete

Step 3: A pop-up window askére you sure you want to delete the record?Click
Okay to confirm. ClickingCancelnegates the operation and returns the displayeto t
Details screen.

Step 4:Upon confirming the deletion, the system returos §o the Group home page
and displays in blue text the wordelete Successful
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Assignments and Associations

The elements Role, Protection Group, and Grougiarply collections of other elements
— Privileges, Protection Elements, and Users résde. Provisioning includes
assigning elements to elements or removing elenfiemitsan element (we call this
deassign). For example, one may assign Brevileges Create Read andDeleteto the
Role General Administrator.

Step 1:Navigate to the Association screen. From the ef¢ineme page, either create a
new element (see Create New on page 3) or seareimdoselect an existing element
((see Search for and Select Existing Elements ge B The element’s Details screen
displays a button containing the t&dsociated Assign, or something similar depending
on the element type.

Step 2:Assign or Deassign. With this Ul implementatioss@ciations can be
established or removed by simply selecting elemamtsmoving them from one box to
another. The box on the left lists theailable Privileges(unassigned) and the box on
the right lists thérivilegesassigned to the RoleGreate andRead Simply highlight a
Privilege and seledssignto move it to the Assigned Privileges box. Sel@eassignto
move it back to the Available Privileges box.

There are multiple ways to highlight the elemenithiw the box:

1. Select one by clicking on the user name.

2. Select multiple users by holding down control wisidecting and/or deselecting.

3. Select multiple by holding down the shift buttoniletselecting the first and then last
of a collection.

Asz=sign or Deazszign multiple Privileges for the selected Role. To remove the complete association Deassign all the Privileges.

AVAILABLE PRIVILEGES ASSIGNED PRIVILEGES

test_privilege ~

priv_T Assign Read
TestingPrivilege

testupdate -

helloprivilege

Figure 14 Available and Assigned Privilege lists

Step 3:Save the association by clickiipdate Association No association is saved
until this button is selected.
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Super Admin. Mode

Overview

The Super Admin. Mode includes operations pertgiminUsers (Application
Administrators) and Applications. Super Adminsymaad, remove, or modify
Application details. They may also assign usethése Applications, modify user
details, and remove users.

Workflow

The CSM team designed the UPT as a flexible toth wiflexible workflow. Any
operation can be completed quickly, however, at firmay be difficult to know where to
start. The following is a suggested workflow fetting started in the Super Admin.
Mode:

1. Application — when first deploying the UPT for a particulapbgation, the
developer registers the application in the Appiaasection. (See the CSM Guide
for Application Developers for details.)

2. Application — add and update Application detalils.
User— add and update users who will serve as Apptinaddministrators.
4. Application — assign users to applications.

w

Navigation

Use the gray menu to navigate through the Superik\dsaction. From the Home page,
the menu looks like this:

HOME | APPLICATION ;| USER | LOGOUT i

User Provisioning Tool

Figure 15 Home Page menu options

The menu option with a blue background designdtestirrent location. Roll over the
other choices until they turn blue, and then ctizkavigate to that section. Theg Out
selection returns the user to the Login page.

Application

In the Application section, a Super Admin. can addapplication to the UPT and add or
modify details. Here are the available operationgerform:

1. Create a New Application
a. Go the Application home page.
b. SelectCreate a New Application
c. Enter data into the Application Details form.
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1. Application Name — uniquely identifies the Application, requiredld.
2. Application Description — a brief summary describing the Application.
3. Declarative Flag— indicates whether application uses Declarative
security.
4. Application Active Flag — indicates if the Application is currently
active.
d. SelectAdd button.

2. Select an Existing Application and Update
a. Go to the Application home page.
b. Click onSelect an Existing Application
c. Enter data into the Application Search Criteriarfor
1. Application Name — uniquely identifies the Application.
d. Click on the radio button corresponding with theeimded Application name.
SelectView Details.
Enter data into the Application Details form.
1. Application Name — uniquely identifies the Application, requiredld.
2. Application Description — a brief summary describing the Application.
3. Declarative Flag— indicates whether application uses Declarative
security.
4.  Application Active Flag — indicates if the Application is currently
active.
g. SelectUpdate button.

P ¢))

3. Delete an Existing Application
a. Reach the Application Details form by either cnegta newApplication or
Selecting an Existing Application
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Application and Admin. Association

a. Reach the Application Details form by either cregta new Application or
Selecting an Existing Application.

b. SelectAssociated Admins.

c. Determine which of the available users should Iseggasd to the Application.
1. Select these users by highlighting them (8sggnments and

Associationson page 3 for details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association No association is
saved until this button is selected.
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In this section Users can be assigned as UPT astnaitars for their particular
application(s). They will have the right to created modify Roles, Groups, etc. In this
section you may create new Users or modify exitisgr details. Here are the available
operations:

1. Create a New User

Go to the User home page.
SelectCreate a New User.

Enter data into the User Details form.

a.
b.
c.

d.

Name— uniquely identifies the User, required field.

First Name andLast Name— attributes that help identify the User.
Organization — Organization for which the User works. An exdarp
the National Cancer Institute (NCI).

Department — Department for which the User works. An examgple
caArray.

Title — Title for User.

Phone Number— provides contact information, typically the dire
business phone number for the User. The phone ewheltd accepts the
following formats: 0123456789, 012-345-6789, (0¥B3789, (012)345-
6789, (012)-345-6789

Email Id — provides the email contact details for the Usem.email ID
must contain an asterisk.

Password- an optional field used if the schema used fathArization
will also be used for Authentication.

User Start DateandUser End Date— determine the period for which the
User is a valid User.

SelectAdd button.

2. Select an Existing User and Update

Go to the User home page.

Click Select an Existing User

Enter data into the User Search Criteria form.

& Ekagra
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d.

0]

User Name— uniquely identifies the User.

Click on the radio button corresponding with thiended User name.
SelectView Details.
Enter data into the User Details form.

Name— uniquely identifies the User, required field.

First Name andLast Name— attributes that help identify the User.
Organization — Organization for which the User works. An exmp
the National Cancer Institute (NCI).

Department — Department for which the User works. An examsple
caArray.
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» Title — Title for User.

* Phone Number— provides contact information, typically the dire
business phone number for the User. The phone ewfieid accepts the
following formats: 0123456789, 012-345-6789, (0453789, (012)345-
6789, (012)-345-6789

* Email Id — provides the email contact details for the Usem.email ID
must contain an asterisk.

* Password- an optional field used if the schema used fathArization
will also be used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

g. SelectUpdate button.

3. Delete an Existing User
a. Reach the User Details form by either creatingva dser or Selecting an
Existing User.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

Admin. Mode

Overview

The Admin. Mode of the UPT is divided into six magectionsGroups, Privileges,
Protection Groups, Roles, andUsers. These sections describe basic functions such as
modify, delete, or create, and managing assocgti@tween the objects. For example,
you may assign Privileges to a Role. Figure 18$a illustrate how all objects (also
referred to as elements) are related in the Authtidn schema. Table 1 follows with
definitions of each category of authorization.
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IS = AT
| ———  Groups |
k. J
i 7 | |
Users
I\ J | |
| | Final
. ( o) Association
Protection , Protection , !
Elements | Groups |
J L J
i 7 i 7 |
Privileges Roles
I\ J | L J | . J
1. Create 2. Assign 3. Associate

Figure 16 Relationships between objects in the Authorization Schema

Definitions for Authorization Status

User A User is someone who requires access to yourcgian. Users can
become part of a Group, and can have an asso&tabéeiction Group
and Roles.

Protection Element A Protection Element is any entity (typically datiaat has controlled

access. Examples inclu&acial Security Numbe, City, andSalary.

Privilege Privilege A Privilege refers to any opera performed upon data. Examples
includeDelete Recordor Modify Record.

Group A Group is a collection of application users. Byntining users into
a Group, it becomes easier to manage their collectiles and access
rights in your application.

Protection Group A Protection Group is a collection of applicatiomtection Elements.
By combining Protection Elements into a ProtectBroup, it
becomes easier to associate Users and Groupsightk to a
particular data set. Examples include Address amnddpal
Information.

Role A Role is a collection of application Privilegesamples include
Record Admin. and EmployeeModify.

& Ekagra

High Impact — High Value - Business Results

Prepared for NCICB by Ekagra, 2005 Page 14 of 24




ég User Provisioning Tool (UPT) User Guide Version: 1.1
5 NCICB Common Security Module Date: March 22, 2005

Definitions for Authorization Status

Final Association The final association is the correlation betwed&isar and his Roles
for a particular Protection Group.

Each User (and Group) assumes Roles (rights) Ryotection Group (protected entities). For
example, User John has a Role EmployeeModify foglaments in the Address Protection
Group. Assign PGs and Roles from the User or Geagtions of the UPT.

Table1 Categories of authorization status
Workflow

The CSM team designed the UPT as a flexible toth wiflexible workflow. Any
operation can be completed quickly, however, at firmay be difficult to know where to
start. The general concept of the workflow is teate the base elements first and then

create the groupings and associations. Here isutgested workflow for getting started
in the Admin. Mode:

1. Create base objects — Users, Protection ElemerdsPavileges (in any order).
2. Create collections of these objects (in any order):
a. Groups
i. Create Groups.
ii. Assign Users to Groups.
b. Protection Groups
i. Create Protection Groups.
ii. Assign Protection Elements to Protection Groups.
c. Roles
i. Create Roles.
ii. Assign Privileges to Roles.
3. Associate rights with Users and Groups (in any Qrde
i. Assign a Protection Group and Roles to Users.
ii. Assign a Protection Group and Roles to Groups.

Navigation

Use the gray menu to navigate through the Admicti@e From the Home page, the
menu looks like this:

HOME : USER : PROTECTION ELEMENT | PRIVILEGE : GROUP | PROTECTION GROUP ;| ROLE : LOG OUT

User Provisioning Tool

Figure 17 Menu options in the Admin section of the home page

The menu option with a blue background designdtestirrent location. Roll over the
other choices until they turn blue, and then ctizkavigate to that section. Theg Out
selection returns the user to the Login page.
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User

A User is simply someone that requires access @pphcation. In this section create
new Users, modify existing User details, and asde@r disassociate Users with a
Protection Group and Roles. The available opamnatare:

1. Create a New User
a. Go to the User home page.
b. Select Create a New User.
c. Enter data into the User Details form.

* Name- uniquely identifies the User, required field.

» First Name andLast Name— attributes that help identify the User.

» Organization — Organization for which the User works. An exéerip the
National Cancer Institute (NCI).

* Department — Department for which the User works. An examgle
caArray.

» Title — Title for User.

* Phone Number- provides contact information, typically the diréusiness
phone number for the User. The phone number &etepts the following
formats: 0123456789, 012-345-6789, (012)345678)@15-6789, (012)-
345-6789

e Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.

» Password- an optional field used if the schema used fahArization will
also be used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

d. SelectAdd button.

2. Select an Existing User and Update details
a. Go to the User home page.
b. Click onSelect an Existing User
c. Enter data into the User Search Criteria form.r&ehy any combination of the
below:
* Name- uniquely identifies the User, required field.
* First Name andLast Name- attributes that help identify the User.
» Organization — Organization for which the User works. An exéerip the
National Cancer Institute (NCI).
* Department — Department for which the User works. An exaniple
caArray.
» Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.
d. Click on the radio button corresponding with thieenmdedUser name
e. SelectView Details.
f. Enter data into the User Details form.

& Ekagra

High Impact — High Value - Business Results

Prepared for NCICB by Ekagra, 2005 Page 16 of 24




ég User Provisioning Tool (UPT) User Guide Version: 1.1
= NCICB Common Security Module Date: March 22, 2005

* Name- uniquely identifies the User, required field.

* First Name andLast Name— attributes that help identify the User.

» Organization — Organization for which the User works. An exéarip the
National Cancer Institute (NCI).

* Department — Department for which the User works. An examgle
caArray.

» Title — Title for User.

* Phone Number— provides contact information, typically the dirbusiness
phone number for the User. The phone number &etpts the following
formats: 0123456789, 012-345-6789, (012)345678R)@15-6789, (012)-
345-6789

» Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.

» Password-— an optional field used if the schema used fahArization will
alsobe used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

g. SelectUpdate button.

The User Details page displays the three buttos®aired in figure 6.4 below. The
numbers above these buttons correspond to thetmpershat follow:

Associated Groups ] [ Associated PG & Roles ] [ Assign PG & Roles
Figure 18 User Details Page button options

3. Assign a User to a Group or Groups ©

a. Reach the User Details form by either creatingva bdeer or Selecting an
Existing User.

b. SelectAssociated Groups

c. Determine which of the available Groups to which thser should be assigned.
Select these Groups by highlighting them (8esignments and Associations
page 3 for details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

4. Assign a Protection Group and Roles to a User @
a. Reach the User Details form by either creatingwa deer or Selecting an
Existing User.
b. SelectAssign PG & Roles
c. Determine which Protection Group and Roles you wdilk to assign to the
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User.
1. Select the Protection Group by highlighting the rg®eeAssignments and
Associationson page 3 for details).

2. Select the Roles by highlighting them.

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
issaved until this button is selected.

5. Update Roles associated with the assigned Protection Groups ©
a. Reach the User Details form by either creatingva bdeer or Selecting an

Existing User.

SelectAssociated PG & Roles.

The system will display a list of all associatedtection Groups and their Roles.

Select the radio button that corresponds withnkenided Protection Group.

Determine which Roles you would like to assignhe User.

1. Select the Role by highlighting the name (8assignments and Associations
on page 3 for details).

f. Click on theAssignandDeassignbuttons until the proper association is
displayed.

g. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

®ooo

6. Delete an Existing User
a. Reach the User Details form by either creatingva bdeer or Selecting an
Existing User.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

Protection Element

A Protection Element is any entity (typically datiagt is subject to controlled access.
CSM allows for a broad definition of Protection Elent. Nearly everything in an
application can be protected — data, table, buttmlesiu items, etc. By identifying
individual Protection Elements, it becomes easierantrol access to important data. In
this section you may create new Protection Elemanisodify existing Protection
Element details. Here are the available operations

1. Create a New Protection Element
a. Go to the Protection Element home page.
b. SelectCreate a New Protection Element
c. Enter data into the Protection Element Details form
* Name- uniquely identifies the Protection Element, riegglifield.
* Object Id — a string that the Application team assigns &Rhotection
Element
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» Attribute Name — helps to further identify the Protection Element
» Description — a brief summary describing the Protection Elemen
* Update Date— indicates the date when the Privilege's Detedlse last
updated
d. SelectAdd button.

2. Select an Existing Protection Element and Update details
a. Go to the Protection Element home page.
b. Click Select an Existing Protection Element
c. Enter data into the Protection Element Search fiferm. Search by any
combination of the fields below:
* Name- uniquely identifies the Protection Element.
* Object Id — a string that the Application team assigns &Rotection
Element
» Attribute Name — helps to further identify the Protection Element
d. Click the radio button corresponding with the irted Protection Element name.
SelectView Details.
Enter data into the Protection Element Details form
* Name- uniquely identifies the Protection Element.
* Object Id — a string that the Application team assigns &Rhotection
Element
» Attribute Name — helps to further identify the Protection Element
g. SelectUpdate button.

P ¢))

3. Delete an Existing Protection Element
a. Reach the Protection Element Details form by eitineating a new Protection
Element or Selecting an Existing Protection Element
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Assign a Protection Element to a Protection Group or Protection Groups

a. Reach the Protection Element Details form by eitineating a new Protection
Element or Selecting an Existing Protection Element

b. SelectAssociated PGs.

c. Determine which of the available Protection Grotgwhich the Protection
Element should be assigned.
1. Select these Protection Groups by highlighting tlig¢®eeAssignments and

Associationon page 3 for details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saveduntil this button is selected.
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Privilege
A Privilege refers to any operation performed upata. By identifying individual
Privileges, it becomes easier to control accegmportant application data. In this
section you may create new Privileges or modifygtxg Privilege details. Here are the
available operations:

1. Create a New Privilege
a. Go to the Privilege home page.
b. SelectCreate a New Privilege
c. Enter data into the Privilege Details form.
* Name- uniquely identifies the Privilege, required diel
» Description — a brief summary describing the Privilege.
d. SelectAdd button.

2. Select an Existing Privilege and Update details

Go to the Privilege home page.

Click Select an Existing Privilege

Enter data into the Privilege Search Criteria foifgearcHrivilege name.
Click on the radio button corresponding with thieemdedPrivilege name.
SelectView Details.

Enter data into the Privilege Details form.

* Name- uniquely identifies the Privilege, required diel

» Description — a brief summary describing the Privilege.

g. SelectUpdate button.

~poooTw

3. Delete an Existing Privilege
a. Reach the Privilege Details form by either creaingew Privilege or Selecting
an Existing Privilege.
b. SelectDelete
c. Inthe pop-up window, cliclokay to confirm intent to delete.

Protection Group

A Protection Group is a collection of applicatiorofection Elements. By combining
Protection Elements into a Protection Group, itdoees easier to associate Users and
Groups with rights to a particular data set. s #ection you may create new Protection
Groups, modify existing Protection Group detailsign Protection Elements, and assign
a parent for a Protection Group.

The Protection Group is the only element that carela Parent. Using Parents is a way
to group Protection Groups within Protection Grouphis makes organizing users and
their authorization rights easier.

Here are the available Protection Group operations:
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1. Create a New Protection Group

Go to the Protection Group home page.
SelectCreate a New Protection Group

Enter data into the Protection Group Details form.

a.
b.
c.

d.

Name— uniquely identifies the Protection Group, reqdifield.
Description — a brief summary describing the Protection Group.

Large Count Flag— used to indicate if the Protection Group haargd
number of associated Protection Elements.

Update Date— indicates the date when this Protection GroD@tails were
last updated

SelectAdd button.

2. Select an Existing Protection Group and Update details

Go to the Protection Group home page.

Click Select an Existing Protection Group

Enter data into the Protection Group Search Caitenim. Search birotection
Group name.

Click on the radio button corresponding with thiemdedProtection Group
name.

SelectView Details.

Enter data into the Protection Group Details form.

a.
b.
C.

d.

-

Name— uniquely identifies the Protection Group, reqdifield.
Description — a brief summary describing the Protection Group.

Large Count Flag— used to indicate if the Protection Group haargd
number of associated Protection Elements.

Update Date— indicates the date when this Protection GroD@tails were
last updated

g. SelectUpdate button.

3. Delete an Existing Protection Group
a. Reach the Protection Group Details form by eitlieattng a new Protection
Group or Selecting an Existing Protection Group.
b. SelectDelete
In the pop-up window, clickbkay to confirm intent to delete.

C.

4. Assign Protection Elements to the Protection Group

Reach the Protection Group Details form by eitleattng a new Protection
Group or Selecting an Existing Protection Group.

SelectAssociated PEs

Determine which of the available Protection Elersestitould be assigned to the
Protection Group.

1. Select thes@rotection Groups by highlighting them (Se&ssignments and

a.

b.
C.

d.
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displayed.

e. Save the association by clicking Opdate Association NOTE: No association

is saved until this button is selected.

5. Assign a Parent for the Protection Group
Reach the Protection Group Details form by eitleattng a new Protection

a.

b.
C.

Role

Group or Selecting an Existing Protection Group.
SelectAssociated Parent PG

Determine which available Protection Group showddibsignated as the

Protection Group Parent.

1. Select théParent by highlighting the name. Only one parent may be

assigned.

Click on theAssignandDeassignbuttons until the proper association is

displayed.

Save the association by clicking Opdate Association NOTE: No association

is saved until this button is selected.

A Role is a collection of Privileges. By combiniRgvileges into a Role, it becomes
easier to associate Users and Groups with rigragpirticular data set. In this section
you may create new Roles, modify existing Role itietand assign or deassign
Privileges to the Role. Here are the availableapms:

1. Create a New Role

a.
b.
C.

d.

2. Select

a
b
C.
d
e
f.
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Go to the Role home page.

SelectCreate a New Role

Enter data into the Role Details form.

* Name- uniquely identifies the Role, required field.
» Description — a brief summary describing the Role.
» Active Flag — indicates if the Role is currentlytiae.
SelectAdd button.

an Existing Role and Update details

. Go to the Role home page.

. Click Select an Existing Role

Enter data into the Role Search Criteria form. r&ely Role name.
. Click the radio button corresponding with the irtted Role name.

. SelectView Details.

Enter data into the Role Details form.

* Name- uniquely identifies the Role, required field.

» Description — a brief summary describing the Role.

» Active Flag - indicates if the Role is currently active.
SelectUpdate button.
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3. Delete an Existing Role
a. Reach the Role Details form by either creating\a Rele or Selecting an
Existing Role.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Assign Privileges to the Role
a. Reach the Role Details form by either creating\a Rele or Selecting an
Existing Role.
b. SelectAssociated PEs
c. Determine which of the available Privileges shduddassigned to the Role.

1. Select thes®olesby highlighting them (Se&ssignments and Associations
on page 3 for details). Click on tiesignandDeassignbuttons until the
proper association is displayed.

d. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

Group

A Group is a collection of application users. Byntmning users into a Group, it
becomes easier to manage their collective rolesaaoéss rights in your application.
Simply select an existing group, and associateraRr@tection Group and Roles. Upon
doing so, everyone in that particular Group hasstrae rights.

Under the User portion of UPT you may assign usefaroups. In this section you may
create new Groups, modify existing Group detaitg] associate or disassociate Groups'
Protection Groups and Roles. Here are the avaitgideations:

1. Create a New Group
a. Go to the Group home page.
b. SelectCreate a New Group
c. Enter data into the Group Details form.
* Name- uniquely identifies the Group, required field.
» Description — a brief summary describing the Group.
d. SelectAdd button.

2. Select an Existing Group and Update details
a. Go to the Group home page.
b. Click on Select an Existing Group.
c. Enter data into the Group Search Criteria formar8e by Group name.
d. Click on the radio button corresponding with thieemded Group name.
e. SelectView Details.
f. Enter data into the Group Details form.
* Name- uniquely identifies the Group, required field.
» Description — a brief summary describing the Group.
g. SelectUpdate button.
& Ekagra
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The Group Details page displays the two buttonglay®d inFigure 19. The numbers
above these buttons correspond to the operatians$alow:

Associated PG & Roles ] [ Assign PG & Roles

Figure 19

3. Assign a Protection Group and Roles to a Group

a. Reach the Group Details form by either creatingwa GBroup or Selecting an
Existing Group.

b. SelectAssign PG & Roles

c. Determine which Protection Group and Roles you wdilk to assign to the
Group.
1. Select theProtection Group by highlighting the name (Séesignments and

Associationson page 3 for details).

2. Select the Roles by highlighting them.

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

4. Update Roles associated with the assigned Protection Groups
a. Reach the Group Details form by either creatingwa GBroup or Selecting an

Existing Group.

SelectAssociated PG & Roles

The system will display a list of all associatedtEction Groups and their Roles.

Select the radio button that corresponds with nkenided Protection Group.

Determine which Roles you would like to assignhe Group.

1. Select theRole by highlighting the name (Seéessignments and Associations
on page 3 for details).

f. Click on theAssignandDeassignbuttons until the proper association is
displayed.

g. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

©caoo

5. Delete an Existing Group
a. Reach the Group Details form by either creatingwa GBroup or Selecting an
Existing Group.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.
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